
Implementation Security In 
Cryptography

Lecture 01: Welcome!!



What to Expect from this Course

• Upon successful completion, you become…

  A “mathematically and physically oriented” thief.

  A person who know how to and (how not to) do practical cryptography



What *not* to Expect from this Course

  Traditional (reduction-based) cryptographic proofs (except for a few cases…)

  Traditional mathematical cryptanalysis



Prerequisites

  A criminal mind — just joking

  A bit of Boolean logic knowledge— gates, flip-flops etc

  A bit of effort from your side to self-study and try a few things

  A bit of courage to write C/C++/Python codes



What I Expect…

  Please ask questions…

  I will be more than happy if you are interested to do some advanced 
project — not as a part of these course though

 You teach me — things that you have learnt and you thing you can 
use here — e.g. machine learning, formal methods, crypto 



Plan Ahead…

Programming Assignments 30% (best two among 3 will be 
considered)

Mid,End Semester 40%

Quiz 30%



Jokes Apart: What to Expect from this Course

• Some basics of cryptographic algorithms 
• Some basics on cryptographic hardware/software design 

• coding assignment 
• Some exciting practical attacks 

• With hands-on  
• Attacks have theory — so there will be maths and stats…



Points to Remember

• Please take class notes — even if there are slides and online materials  
• Please stop me — when I am going too fast 
• Please stop me — when you have any question



Lecture Formats

• Traditional  
• Some components will be math heavy at the beginning — so pay attention 
• Later part of the course will have components directly from papers  

• So, if you think video lectures/ uploaded slides will save you, you are wrong.   
• In the later part of the course, you will be given some papers to read 

• You have to present them in groups  
• Be prepared to do some Google search to understand them. 
• Not all papers are equally hard 

• We shall take care :)



Home Rules

• No cheating please!! — it will be reported  
• No open-screen during lecture 
• Group activity needed 



Website and TAs



Implementation Security: Why?

• Let’s start from stories…





Who Cares…?

Devices Indian



https://www.youtube.com/watch?v=clrNuBb3myE


• Hacking chips is a fashion now… 
• But where is crypto here?? I came here to learn some crypto!!! 

• Every device in this room is running some crypto

Why Crypto??
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Cryptology
• Objectives: Aims at design and analysis of algorithms to ensure: 

• Confidentiality — No one reads your message 
• Integrity — No one modifies your message 
• Availability — Your system must not get too slow   

• All of these can be ensured in a mathematically grounded way. 
• Recent days there has been humongous advancement in cryptology. 
• New primitives developed giving us additional capabilities: 

• Performing operations on encrypted databased in cloud. 
• Post-quantum Cryptography 
• Homomorphic encryption, multi-party computatio



• Modern high end processors; 

Intel, AMD, Apple 

• Co-processors, e.g. GPUs 

• Remote Access

• Embedded/IoT devices 

• Typically in-order pipeline; limited memory 

(SRAM/Flash) 

• Not typically multi-user 

• Physical Access



Software Crypto
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Need for Speed…
• Hardware vs Software speeds: 

• Sensitive operations in the internet is becoming very important aspect of web 
applications. 

• E-commerce and net-banking require transfer of sensitive information and are 
protected by Secure Socket Layer (SSL) and Transport Layer Security (TLS) 
protocols. 

• Open SSL is an open source implementation of SSL and TLS, and accompanying 
cryptographic algorithms. 

•  OpenSSL has implementations of symmetric ciphers,              
asymmetric ciphers, hash functions, etc.  

• However, they are time consuming in software!
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Cryptographic Co-processors
• Cryptographic algorithms can be accelerated by providing customized 

instruction in the processor Instruction Set Architecture (ISA): 
• AES-NI: Special Instruction in Intel ISA for performing AES operations. 
• PCLMULQDQ: Special Instruction in Intel ISA for carry less multiplication of 2 

64-bit operands. 
• Every STM32 processor these days have a crypto accelerator 

• Advantages: 
• Speed: Hardware offers speed, dedicated processing, parallelism. 
• Security: Can rule out many attacks which are possible on pure               

software. — this is a sweeping statement to some extent
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Intel’s AES-NI: Instruction for AES Operations

Reference: S. Mathew, 53Gbps Native GF(24)2 Composite Field AES-Encrypt/Decrypt 
Accelerator for Content Protection in 45nm High Performance Microprocessors,VTS 2010



• Ok, crypto is some sort of math-heavy algorithm, that people 
sometimes implement in hardware…but then?

Ok…But So What…



Crypto can be attacked…



• “if you think your problem can be solved by cryptography, then you do not 
understand cryptography and you do not  understand your problem”-[Bruce 
Schneier]
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Crypto and Attacks
• Software Attacks: Present day computing systems are naturally vulnerable.

• Von Neumann (1903-1957) 

• Contributed to give a very basic 
model, often referred to as Von 
Neumann model

MEMORY 
HIERARCHY

CONTROL

REGISTERS

Program  
Counter

ALU

MEMORY

INPUT

OUTPUT

MEMORY BUS
I/O BUS

CPU
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Attacks due to Memory Wall

• If there is a Cache Hit
• Access time is less
• Power Consumption is 

less

Microprocessor

Main Memory

Cache 
Memory

● If there is a Cache Miss
◦ Access time is more
◦ Power Consumption is 

more



Timing Attacks due to Cache Memory
• Uses a spy program to determine cache behavior

Microprocessor

Spy

AES

Memory

Cache  Memory
Part of the cache memory 

occupied by tables
Cache Miss

Cache Hit



Micro-architectural Attacks: Design for Security
To quote Bruce Schneier, “Fixing them 
either requires a patch that results in a 
major performance hit, or is impossible 
and requires a re-architecture of 
conditional execution in future CPU chips. 
It shouldn't be surprising given that 
microprocessor designers have been 
building insecure hardware for 20 years. 
What's surprising is that it took 20 years to 
discover it." 

Reference: Spectre and Meltdown, Daniel Gruss, Moritz Lipp, Yuval Yarom, Paul Kocher, Daniel 
Genkin, Michael Schwarz, Mike Hamburg, Stefan Mangard, Thomas Prescher and Werner Haas, 
Google Ground Zero Project

Computer Architecture has been designed with 
performance as a primary design criteria. 
Security has been an after thought. 
For example:  
Speculative execution is an optimization technique 
where a computer system performs some task that 
may not be needed. 
This has been the basis of the recently discovered 
attacks: Spectre and Meltdown. 



Security can be a game changer

Reference: https://www.cnbc.com/2018/01/04/intel-stock-down-intc-could-meltdown-spectre-
exploit-benefit-amd.html

Although the vulnerabilities, 
called Meltdown and Spectre, 
affected leading processors in many 
devices, Intel is bearing most of the 
fallout after rival AMD distanced 
itself from the bulk of the 
issues. Intel shares were down nearly 
5 percent, around $43 
apiece, after posting a 3 percent 
decline on Wednesday.



• Ok, that was about crypto software… 
• I will make hardware crypto…then? 
• Also, my device is not multi-user

Ok…But So What…



• The physical channels are correlated with the information being processed 
• Let us consider the power consumption from a chip performing AES 
• Fundamental cause: power consumption is correlated with switching of CMOS transistors (0->1, 1->0) 

• Typically it is assumed that power consumption is correlated with the Hamming Weight/Distance. 
• If some internal state is exposed, the key of AES can be recovered in seconds.

Source: Testbed for Side Channel analysis and security evaluation

It is Impossible to Cheat Physics



It is Impossible to Cheat Physics

• The computation can be disturbed with “faults”… 
• Once again, you can break AES…



• What is the point of studying then…..Let’s go home and sleep. 
• The attacks are not straightforward…needs maths and “criminal 

mind”.. 
• We shall learn these attacks here in this course….and some ways to 

prevent them….

Ok…So Everything is Vulnerable



Course Modules
• Module 1: Some Crypto Algorithms and Their Implementation 

• Intro to crypto concepts and some basic crypto building blocks. 

• Learning Objective: To understand how crypto math is ported to hardware/software efficiently 

• Module 2: Power Attacks on Block Ciphers 

• The real fun begins here  

• Attacks on real power measurements 

• Learning Objective: How to attack crypto implementations 

• Module 3: Power Attack Countermeasures  

• Theoretical 

• How to provably protect against power attacks. 

• Optional assignment — you may give a try if interested 

• Learning Objective: Doing attacks in practice and mathematically analyzing why they happen 

• Module 4: Fault Attacks 

• Another source of fun 

• Python based attack codes 

• Learning Objective: How to exploit a fault mathematically


